Abstract-An orthogonal vector approach is proposed for the synthesis of multi-beam directional modulation (DM) transmitters. These systems have the capability of concurrently projecting independent data streams into different specified spatial directions while simultaneously distorting signal constellations in all other directions. Simulated bit error rate (BER) spatial distributions are presented for various multi-beam system configurations in order to illustrate representative examples of physical layer security performance enhancement that can be achieved.
I. INTRODUCTION

D
IRECTIONAL modulation (DM) is a transmitter side technology that is capable of projecting digitally encoded information signals into a pre-specified spatial direction while simultaneously distorting the constellation formats of the same signals in all other directions in free space [1] . This emerging technology, as a promising keyless physical-layer security means, has developed in many aspects in recent years [1] - [20] . Specifically in [1] a vector model for DM transmitters was described, from which rigorous necessary conditions for achieving DM characteristics were derived. From this point of view DM transmitters obeying the necessary conditions (5) and (6) in [1] cannot be synthesized with the passive DM architectures [2] , [3] , termed by authors near-field direct antenna modulation (NFDAM), due to the complex transformation between the near-field electromagnetic boundaries and far-field radiation characteristics. In order to solve this problem the actively excited DM arrays [4] , [5] and the corrected bit-error-rate-driven (BER-driven) synthesis approaches [6] were introduced. More studies on the performance of this type of DM arrangement were conducted in [7] - [10] . Another important aspect, i.e., performance assessment metrics for DM systems, was formally investigated in [11] , wherein BER obtained by transmitting a certain length of random data symbols was considered as an appropriate metrics for both static and dynamic DM systems performance evaluation. Besides the BER-driven synthesis method presented in [6] , several other DM synthesis approaches based on the actively excited antenna arrays were developed, e.g., the orthogonal vector approach in [1] , the constrained far-field radiation pattern approaches in [12] , [13] , and the far-field radiation pattern separation approach in [14] . All these methods are compatible to the digital DM architecture illustrated in [1] . Some other DM physical arrangements employing radio frequency (RF) switch arrays or Fourier beam-forming lens were studied in [15] - [18] . These antenna array feeding networks, from the orthogonal vector's point of view, can be regarded as hardware implementations to achieve orthogonality between information and interference.
It is noted that all the above mentioned DM work is restricted to single-beam DM systems where only one information data stream can be securely conveyed along one prescribed direction in free space. It is natural to consider developing multi-beam DM systems which have the capability of concurrently projecting multiple independent information data streams into different spatial directions, while simultaneously distorting information signal formats along all other unselected directions.
The preliminary multi-beam DM synthesis attempts based on the DM arrays with 2-bit phase shifters or the far-field pattern separation approach can be found in [19] and [20] . In order to generalize the multi-beam DM transmitter synthesis, in Section II an orthogonal vector concept is developed for multi-beam DM synthesis. A synthesis example is provided in Section III. System bit error rate (BER) simulations are presented in Section IV. Finally conclusions are drawn in Section V.
II. ORTHOGONAL VECTOR MULTI-BEAM DM SYNTHESIS
In this section, a one-dimensional (1-D) -element half wavelength spaced antenna array with each element having an ideal isotropic radiation pattern is used as the discussion example. The array phase center is located at the array's geometric center. The synthesis of a dual-beam DM transmitter is described. The procedure developed can be readily extended to beam DM synthesis. It should be noted that the dual-beam DM system presented in this paper is completely un-related to the 'dual-beam' DM architecture in [21] , which utilizes two beams transmitted along the same direction to construct a single-beam DM transmitter.
We assume that two independent data streams are to be conveyed along different spatial directions and (  [  ]; ). The channel vectors along these directions are shown in (1) and (2) The array excitation vectors, and , for information data transmitted along and respectively are obtained using (4) and (5). These two formulas are associated with the pattern projection method [22] , [23] , by which the far-field radiation pattern excited by (or ) has a null along direction (or ). In other words, two corresponding excited far-field patterns are orthogonal to each other along their prescribed directions, meaning that two information data streams, when radiated through these two far-field patterns respectively, can be conveyed along their selected directions without crossover. In (4) and (5) denotes the identity matrix, and the ' ' denotes the complex conjugate transpose (Hermitian) operator. The '
' is the Moore-Penrose pseudo-inverse operator, returning an vector, while and provide power normalization. Operator ' ' returns the norm of the enclosed vector (4) (5) Finally the dual-beam DM transmitter array excitations can be obtained using (6) (6) Here and are the th symbol in each of the two independent information data streams along directions and , respectively. Each of them can be modulated with any types of digital modulation. For simplicity in what follows we assume that both data streams have the same symbol rate.
is the orthogonal vector, which is updated in the null space of the at the information data rate, i.e., a dynamic DM system. Hence is simultaneously orthogonal to both and , i.e., and . In other words, the injected orthogonal vector has no effect on the information signals projected along the pre-specified spatial directions and . The ' ' is the complex conjugate operator.
It should be noted that the pattern separation synthesis approach described in [20] is closely linked to the universal orthogonal vector approach proposed in this section. In fact the information patterns used in [20] can be considered as patterns associated with excitations or , while the interference patterns defined in [20] can be regarded as patterns excited by certain particular orthogonal vectors . However, these two methods are different in the following key aspects;
• DM transmitters synthesized by the pattern separation approach focus interference power along several pre-specified directions, while the orthogonal vector approach spreads the interference power across the whole spatial space other than the secure communication directions.
• The orthogonal vector approach has the ability to precisely control the DM power efficiency, , which describes what percentage of total radiated energy is utilized for useful information transmission, definition as (25) in [1] , while the pattern separation approach cannot.
• The orthogonal vector approach can be readily extended for multipath applications by replacing free space channel vectors with the multipath channel vectors, while the pattern separation approach only works for the free space scenario.
III. SYNTHESIS EXAMPLE
In the following synthesis example, it is assumed that a signal stream modulated with BPSK ( ) are projected along , , while another independent signal stream ( ) with the same power and symbol rate, modulated with Gray-coded QPSK, is transmitted along (boresight), by a 5-element ( ) antenna array.
When the injected orthogonal vector , which is updated in the null space of , in (6) varies for each unique transmission state ( unique states in a dual-beam BPSK-QPSK DM system), a dual-beam dynamic DM transmitter will have been synthesized. Fig. 1 illustrates the far-field radiation patterns for 100 random transmission states, which are calculated by . is expressed similarly as in (1) with replaced by [ ]. The is set to 33%. Since one signal stream, e.g., , acts as the orthogonal interference to the other one, e.g., , and the signal strength of each is set to be identical, the value of 33% indicates that the additional injected orthogonal vector has the same power as each of the transmitted information signals. It is noted that phases are wrapped along direction , when the BPSK symbol '0' is sent, Fig. 1(b) . (1) (2) The far-field radiation patterns when viewed from the receiver side can be translated to constellation symbols in in-phase and quadrature (IQ) space when detected by receivers located along each spatial direction. Thus from Fig. 1 it can be observed that standard BPSK and QPSK constellation patterns are formed only along the prescribed spatial directions, and as required, with the signal IQ formats along all other directions being distorted, in such a fashion to lower the possibility of unwanted interception by eavesdroppers located in these regions.
One possible array excitation set for transmission of each of the 8 unique states in the dual-beam BPSK-QPSK DM system is extracted from Fig. 1 and is listed in Table I . These excitations, for the interested readers, can be used to construct a static dualbeam BPSK-QPSK DM transmitter, again is set to 33%.
IV. BER SIMULATION RESULTS
In order to further evaluate the performance of the synthesized dual-beam DM system example in Sections III its BER properties are simulated by transmitting two parallel data streams each consisting of random symbols. For each case the AWGN contribution is identical in all spatial directions. In the BER simulations it is assumed that legitimate receivers and eavesdroppers are located at a same distance away from transmitters, which for free space leads to an identical path loss associated with them and makes calculated array factors usable as signal power spatial distributions. The details of the BER calculation method can be found in [11] . One difference to the single-beam DM case is that receiver types need to be clearly specified when illustrating BER spatial distribution results.
In Figs. 2 and 3 the BER simulation results obtained for standard BPSK and QPSK receiver detections in the dual-beam dual-beam DM system with no additional orthogonal interference injected, i.e., only two streams of independent information signals of the same power are transmitted. The orthogonal interference in the dual-beam DM systems with of 20% and 33% is kept at constant power levels but is randomly updated at the symbol rate. The SNRs for the BPSK receiver detection are set 3 dB lower than those for the QPSK receiver cases in order to achieve similar BER value ranges along their pre-specified communication directions.
From Figs. 2 and 3 it can be concluded that the 'interference' contributed by one stream of information signals alone, , yields limited improvement on the secrecy performance for the transmission of the other information signal stream. This is because there are only a few states for the 'interference' to select. The number of states equals the number of the unique symbols in the 'interference' signal, e.g., 2 for BPSK and 4 for QPSK. Whereas inclusion of additional random orthogonal interference has the ability to narrow the main BER beams as well as suppress BER sidelobes, especially under high SNR scenarios. The more interference injected, the lower the possibility of data recovery from the leaked information signals radiated along unselected directions.
V. CONCLUSION
In this paper the orthogonal vector concept has been used for the synthesis of multi-beam DM systems. A dual-beam DM example with BER simulations validates the proposed synthesis method. The approach given here extends the use of DM transmitters from previous point to point only operation, to now include point to multipoint physical layer secured wireless transmission scenarios.
